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CRYPTREC	  

  About	  12	  years	  ago:	  
– H.	  Imai	  and	  A.	  Yamagishi.	  	  

Invited	  Lecture	  of	  	  
ASIACRYPT	  2000,	  	  
Kyoto,	  JAPAN	  
	  CRYPTREC	  Project	  -‐	  Cryptographic	  Evalua�on	  
	  Project	  for	  the	  Japanese	  Electronic	  Government	  
	  –.	  Volume	  1976	  of	  LNCS,	  pp.399–400,	  2000.	  	  
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CRYPTREC	  (cont.)	  

  CRYPTography	  Research	  and	  Evalua�on	  Commi�ees.	  
  Research	  project	  in	  Japan	  since	  2000.	  
  Conducts	  security	  evalua�ons	  which	  can	  
contribute	  to	  the	  realiza�on	  of	  e-‐Government.	  
  Makes	  a	  list	  of	  secure	  cryptographic	  techniques	  
which	  are	  examined	  closely	  by	  a	  lot	  of	  experts	  
(domes�c	  and	  interna�onal).	  
  URL	  	  	  http://www.cryptrec.go.jp/ 
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Organiza�on	  

  Divided	  into	  two	  parts:	  
1.  An	  advisory	  board	  is	  run	  by	  two	  ministries:	  

– The	  Ministry	  of	  Internal	  affairs	  and	  Communica�on	  
(MIC,	  http://www.soumu.go.jp),	  

–  the	  Ministry	  of	  Economy,	  Trade	  and	  Industry	  (METI,	  
http://www.meti.go.jp/).	  
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Kasumigaseki,	  Chiyoda-‐ku,	  Tokyo	  



Organiza�on	  (cont.)	  

2.  Several	  commi�ees	  and	  working	  groups	  are	  run	  
by	  two	  corpora�ons:	  
– Na�onal	  Ins�tute	  of	  Informa�on	  and	  Communica�ons	  
Technology	  (NICT,	  http://www.nict.go.jp/),	  

–  Informa�on-‐Technology	  Promo�on	  Agency,	  Japan	  
	  	  	  (IPA,	  http://www.ipa.go.jp/).	  
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NICT	  Headquarter	  at	  Koganei-‐city	   IPA	  at	  Bunkyu-‐ku	  
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CRYPTREC	  Ciphers	  List	  	  
released	  
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CRYPTREC	  Cipher	  List	  
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Sta�s�cs	  (cont.)	  

2013/03/12	   FSE	  2013	  Rump	  Session	   7	  

101	  

61	  

23	  

11	  

3	   4	   3	   0	   0	   0	  

14	  

1	  
5	  

The	  number	  of	  reports	  

The	  number	  of	  reports	  



e-‐Government	  Recommended	  	  
Ciphers	  List	  (FY	  2002	  Edi�on)	  
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h�p://www.cryptrec.go.jp/english/list.html	  



CRYPTREC	  Ciphers	  List	  
(FY	  2012	  Edi�on)	  

  Revised	  and	  released	  this	  March!	  
  Divided	  into	  three	  parts:	  

– e-‐Government	  Recommended	  Ciphers	  List	  
– Candidate	  Recommended	  Ciphers	  List	  

  Expect	  to	  be	  popular	  in	  the	  near	  future!	  
– Monitored	  Ciphers	  List	  

  Backward	  compa�bility	  or	  deprecated	  

  Three	  standard	  categories	  are	  added.	  
  Website	  in	  English	  will	  be	  updated	  soon.	  
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e-‐Government	  Recommended	  	  
Ciphers	  List	  (FY 2012 Edition)	  
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(In	  Japanese)	  



Candidate	  Recommended	  	  
Ciphers	  List	  (FY	  2012	  Edi�on)	  
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(In	  Japanese)	  



Monitored	  Ciphers	  List	  
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(In	  Japanese)	  



Last	  but	  not	  least	  

 We	  would	  like	  to	  take	  this	  opportunity	  
to	  thank	  all	  of	  the	  reviewers	  who	  have	  
helped	  make	  our	  lists.	  
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