Complementing CLEFIA-128

Ivica Nikoli¢, Josef Pierpzyk, Sareh Emami, San Ling, Huaxiong
Wang

Nanyang Technological University, Singapore
Macquarie University, Sydney

12 March 2013

? NANYANG

UNIVERSITY

ayagTe&hologicaI i\}ersty, Singpoyre acquvrie nierit Sdney

Complementing CLEF



Specifications

CLEFIA-128:
four-branch generalized Feistel cipher
128-bit key

n
m 18 rounds
n

Feistel round = XOR of subkey + transformation
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Key Schedule

m 2 good (AK,AL)
m Can be split on 27 - 27
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Key Schedule

m 2 good (AK,AL)
m Can be split on 27 - 27

m Two structures of 27
(plaintext,keys)
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Key Schedule

m 214 good (AK, AL)
m Can be split on 27 - 27

m Two structures of 27
(plaintext,keys)

m Check on collisions =
save factor 27
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Results

Full-round CLEFIA-128

m Weak-key class of 21 keys

2122.5 2122

m Related-key distinguisher with
data

encryptions, and

Similar results for CLEFIA-256

ﬁ NANYANG

%)/ UNIVERSITY

Nanyang Technological Unlverslty Slngapore Macquarle Umversltv Sydney

Complementing CLEFIA-128



